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Abstract 


The introduction of the electronic health record (EHR) (German: Elektronische Patientenakte, ePA) in 
2021 as a service offered by health insurance companies is intended to ensure all relevant patient health 
data availability during treatment. At the same time, the EHR aims to reduce coordinative effort within 
the healthcare system and improve its processes. On the other hand, it requires a considerable degree 
of competence on the part of patients (as well as health personnel) in dealing with the digital service. In 
addition, the electronic health record offers the possibility of inspection and control over health-related 
data both to health personal and to the patients. However, the use of this digital service depends on the 
digital literacy of the citizens. For older people, who often have less experience using digital 
technologies, electronic health record may be a challenge for digital sovereignty in the sense of equal 
participation in the health care system. The ePA-Coach project addresses this problem and aims to 
develop an interactive learning platform to support the digital literacy of older people for the competent 
and self-determined use of the EHR. The basis for the development of the learning platform is the 
identification and conceptualization of relevant digital competencies for exercising digital sovereignty in 
the context of the electronic health record. This publication presents the initial competency model, which 
was developed based on the European Digital Competence Framework (DigComp). Based on a 
requirements analysis with the target group, we identified subject areas and learning topics for using the 
EHR and then derived proficiency levels and initial learning objectives. This paper addresses the 
theoretical foundations, outlines the underlying DigComp Framework, and then describes the ePA- 
Coach competency model including its learning objectives and methods. Our model is developed 
iteratively and this paper provides an insight into the initial approach. In the future, our approach could 
assist researchers and educators in developing digital literacy interventions for senior citizens. This 
paper ends with the description of future steps in the project and the implications for further research. 


Keywords: Digital literacy, DigComp Framework, competency model, senior citizens, e-learning, 
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1 INTRODUCTION 


As more and more public services are available online, a nation state's technological and a citizens’ 
digital sovereignty is urgently required to utilize those services safely. While fundamental civil rights 
protect a citizen's sovereignty, this has to be equally assured in the infosphere [1]. However, today, 
there is no clear understanding of digital sovereignty on the individual level, especially in the context of 
health care services [2]. A widespread reference point in the discussion about digital sovereignty is the 
individual's right to informational self-determination, which means the fundamental right to decide which 
personal data should or should not be recorded and communicated to others. In health services, the 
exercise of this fundamental right is hampered in many ways, for example, by the knowledge gap 
between laypeople and health professionals. Thus, sovereignty is not merely a question of transparency 
and accessibility; the asymmetry is often related to differences in knowing and understanding, e. g. 
understanding symptoms and their causes. Digital sovereignty is linked to related concepts such as 
digital and health literacy and the health policy regulation and configuration of available technology. 
Since 2021, German health insurers have been required by law to provide their patients with electronic 
health records (EHR) [3]. The health insurers guarantee this in developing and releasing mobile apps 
and individual access data for each insured person. Health data can be added to the EHR by service 
providers and the insured persons themselves. The first step includes doctor's letters, medication plans 
and medical reports, and documents such as the vaccination card or maternity passport. After that, it is 
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up to the insured person to manage this data and, if necessary, to disclose it for certain service providers 
or forward it to them. The introduction of the electronic health record is intended to support health care 
without the loss of information and to improve the communication between doctors and patients. 


In order to be able to use the electronic health record on a mobile device to its full extent, citizens require 
competencies and skills in the use of information and communication technologies, such as confident 
handling of sensitive health data. However, particularly in the population of older people, who can benefit 
significantly from the advantages of the electronic health record, these skills and competencies are often 
limited due to a growing amount of health data, limited experience in using mobile devices, and in some 
cases, declining cognitive abilities. In particular, for older people, digital literacy can mean an enormous 
gain in freedom, more intensive contact with friends and family, and thus more extended and better 
participation. However, older adults come into contact with new digital technologies less incidentally and 
playfully to younger population, so digital literacy needs to be purposefully trained. According to the 
federal report on older people and digitalization, there are few opportunities to practice digital literacy 
for older people. [4, 5]. However, the endeavor of empowering patients comes as a highly demanding 
multifaceted socio-technical development that concerns almost every aspect of the health care system, 
including the role and the concept of the patient [6]. 


Against this background, the ePA-Coach project was launched in 2020 funded by the German Federal 
Ministry of Education and Research, the 3-year project aims to enable older people to use electronic 
health records and the data they contain confidently. To this end, the project aims to develop micro- 
content learning units, allowing senior citizens to complete a learning program, which also motivates 
learning through various gamification elements. In addition, a chatbot supports the learning and Al 
elements enable individual learning depending on the user's knowledge, resources and interests. The 
basis for the development of the learning program is the identification and conceptualization of digital 
competencies for the digital literacy and sovereignty of senior citizens in the context of the electronic 
health record. This paper presents the initial model of such competencies. First, the theoretical 
foundations, including the underlying competence framework, is addressed. Second, the methodology 
for developing the approach is described. Next, the competence concept for the ePA-Coach including 
the learning objectives is presented using a selected example. Finally, the future steps in the ePA-Coach 
project and the implications for further research are outlined. 


2 DIGITAL LITERACY AND THE DIGCOMP FRAMEWORK 


As described before, digital literacy is a factor for the sovereign use of technologies, including the 
electronic health record. Various terms for digital literacy appear in literature, such as media literacy, 
information literacy or computer literacy. Digital literacy is usually framed in the context of the effective 
use of information and communication technology (ICT), and comprises several literacies [7]. 


In a world of the ongoing digitalization, being digitally competent is a critical factor of a successful coping 
with a myriad of daily tasks. To help citizens improve their digital competencies, a number of frameworks 
for digital literacy have been developed [8]. One of these is the DigComp - The European Digital 
Competence Framework developed by the European Commission [9]. This framework in its current 
Version 2.1 21 compromises competencies which are distributed over five competence areas. In the 
Austrian version 2.2 AT of the DigComp, all these competencies have been partly adapted, extended, 
and translated into German. In addition, area number 0 Basics and access with three competencies 
have been added [10]. Table 1 lists the competencies of both framework versions. 


Table 1: DigComp 2.1 and DigComp 2.2 AT [9,10] 


Competence area Competence 

0.1 | Understanding concepts of digitalization' 
. Basics om 0.2 | Knowing how to operate digital devices’ 
access 


0.3 | Using/Distributing about inclusive forms to access digital offers’ 


1.1 | Browsing, searching and filtering data, information and digital content 
1. Information and 12 
data literacy - 


Evaluating data, information and digital content 


1.3 | Managing data, information and digital content 
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2.1 | Interacting through digital technologies 


2.2 | Sharing through digital technologies 


2. Communication | 2-3 | Engaging in citizenship through digital competencies 
and collaboration | 2.4 | Collaborating through digital technologies 

2.5 | Netiquette 

2.6 | Managing digital identity 


3.1 | Digital content creation 


3. Digital content 3.2 | Integrating and re-elaborating digital content 
creation 3.3 | Copyright and licenses 


3.4 | Programming 


4.1 | Protecting devices 


4.2 | Protecting personal data and privacy 


4. Safety ; ; 

4.3 | Protecting health and well-being 

4.4 | Protecting the environment 

5.1 | Solving technical problems 
5. Problem 5.2 | Identifying needs and technological responses 
solving 5.3 | Creatively using digital technologies 


5.4 | Identifying digital competence gaps 
1 Notice: English translations are done by the authors, therefore not official 


There exist eight proficiency levels for all competencies, which categorize the users into four kinds of 
competence mastery. Levels one and two correspond to the Foundation mastery level, which means 
that simple tasks can be performed either fully guided or with guidance where needed. Levels three and 
four represent the Intermediate mastery level, which means that well-defined or routine tasks can be 
carried out independently, autonomously, and according to the user's needs. Levels five and six stands 
for Advanced competence mastery. Additionally, to carry out given tasks, the person can guide others 
to fulfil their given tasks and do that by adapting to the needs of the guided person. Finally, levels seven 
and eight represent the highest levels of proficiency, the so-called Highly specialized level. Persons who 
reach this level can resolve complex problems and propose new ideas and processes to the 
corresponding field. Questionnaires have been developed to assess the digital competency level of the 
citizens of the European Union. This assessment can be used during hiring for job application processes 
to denote the necessary level of digital competencies required for a job position. These assessments 
can be also used to set learning goals in different educational contexts [9,10]. The DigComp has already 
been used and implemented in Europe and worldwide in different projects and contexts, such as teacher 
professional development, student assessment, assessment for employability, and policy support [11]. 
However, it has not yet been used in digital education or digital literacy for seniors. The framework is 
age-agnostic and does not specify competencies for older people. The ePA-Coach addresses this issue. 


3 THE DEVELOPMENT PROCESS 


Following the development of the DigComp, the initial eRA-Coach competence model for the digital 
literacy of senior citizens in the context of the electronic health record was developed with several steps 
and methodologies including stakeholder surveys and experts’ option. The procedure is shown in Figure 
1 and is described below with an additional comparison to the DigComp development process. 
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STEP 1 STEP 2 STEP 3 STEP 4 STEP 5 STEP 6 


Identification Identification of Prioritisation Placement of Adaptation Formulation of 
of learning a suitable of the the learning of the initial learning 
topics with framework competencies topics in the competencies objectives 
seniors and DigComp according to framework to project 

experts Framework MoSCoW context 
technique 


Figure 1: Procedure for the development of the competency model 


The first step was to identify relevant learning topics for supporting the digital literacy of older people 
for competently and self-determined use of the EHR. In the requirements analysis for the ePA-Coach 
learning application, interviews with the target group and workshops with experts from the EHR field 
were conducted to collect relevant topics and content for the learning environment. The list of common 
topic suggestions from the interviews and workshops was supplemented with additional topics by the 
project consortium members. The requirements analysis and the results are described in [12]. In the 
DigComp development also experts and stakeholders were initially surveyed for first input and idea 
generation for a mapping for digital competence [13, 14]. In the second step, frameworks or models for 
digital literacy support were researched, and a suitable framework was identified. The DigComp 
framework has already been described in section 2.2 and provided the theoretical basis for the ePA- 
Coach competence model. Primarily the version 2.2 AT was used. In the third step, the competencies 
of the DigComp framework were prioritized using the MoSCoW technique [15] depending on the 
relevance and feasibility for the project. Thus, the framework could be reduced to the competencies 
relevant to the project. In addition, it was possible to establish a prioritization within the competencies 
concerning the importance of the self-determined use of the EHR. This prioritization also supported 
further planning of learning content creation in the project. This step was iteratively repeated within the 
next two steps. Also, in the development of the DigComp, the initial competences were assessed by 
experts for their relevance and reduced according to the results [13,14]. The resulting set of the ePA- 
Coach competencies was expanded in step four by integrating the topics identified by experts and the 
target group during the requirements analysis. This process was intended to combine the theoretically 
based competency model with the concrete knowledge requirements of the target group to derive 
comprehensive and relevant learning content for implementation in the ePA-Coach. Finally, the previous 
prioritization from step three was adjusted, as the relevant competencies became apparent through the 
learning topic clustering. Clustering and structuring methodologies were also used in the DigComp 
development process [13,14]. In step five, the remaining competencies were adapted for use in 
teaching skills for using the EHR. Thus, the competencies that were originally still abstractly formulated 
in the framework were made more concrete for the area of application focused on in this project. This 
change in wording made it possible to clarify the relevance of the respective competencies and to 
sharpen the focus of the single competencies. In addition, the adaptation helped to clarify the definition 
of competencies even more, and the prioritization was again slightly modified in this step. Also, the 
DigComp was updated and optimized over the years, e.g. the terms used [16]. Furthermore, based on 
the proficiency levels of the DigComp framework, three levels (foundations, intermediate and advanced) 
were derived for the ePA-Coach. 


In the last step, the learning topics assigned to the ePA-Coach competencies were specified and 
summarized for the first competencies. The respective learning topics were then assigned to the three 
proficiency levels, and initial learning objectives were formulated based on the outcome of the analysis. 
The results of the development process and the proficiency levels are described in the following section. 


4 EPA-COACH COMPETENCE MODEL 


The following section shows the prioritized competencies, including the assigned learning topics for the 
ePA-coach for digital literacy for the older people in the context of the electronic health record (EHR). 
The prioritization resulted from several iterative loops, as described in the previous section. 
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4.1 Competency model of digital literacy of senior citizens 


The competency model of digital literacy of senior citizens in the context of the electronic health record 
which was developed in the ePA-Coach project is summarized in Figure 2 below. The model extends 
across all areas of competence of the DigComp framework and includes 17 competencies with a must 
(red), should (green), or could (grey) prioritization. Competences prioritized as won’t are not included. 
The total of 58 identified learning topics have been assigned to these competencies. 


Concepts of the EHR 
= ; Forms of access 
Problem solving Basics & to the EHR 


& learning access 


Solving techn. problems 
with (personal) EHR 
Identifying needs and 
technological responses 


Protecting the 
(personal) EHR 


Search & filter 
in the EHR 
ePA-Coach ; 
Protecting health data & Information & __=_ Critically evaluating & 
privacy in EHR context ff'''*'** competency data literacy interpreting data 
model 
Protecting patients’ rights 


Mane EAR 


Digital + att Interacting in EHR context 
content Communication with technologies 
: & collaboration 
Int ti d devel cieZeon Engaging in citizenship 
ntegrating and develop I 
data th the EHR ow fae, through the EHR 
Rights of li Shareing and collaborate 
. cere salaoad health data using EHR 


Managing digital identity in 


MUST SHOULD COULD the EHR context 


Figure 2: The competency model of digital literacy of senior citizens in the EHR context 


Table 2 shows the nine must-have competencies and learning topics. The learning content for these 
competencies is the first to be conceptualized and implemented for the ePA-Coach learning application. 
The must-competencies are distributed across all areas of competence except for competence area 5 
and include skills on the core functions of the EHR as well as aspects in the field of data protection. 


Table 2: ePA-Coach MUST-Competencies 


Area ID Competence Learning topics 


Basic terms from the EHR context 

Basic functions of the EHR 

Actors of the EHR and their tasks 

Authorized persons for data maintenance 

Data that can be stored in the EHR 

Main components of an EHR 

Differences EHR and PHR 

Basics & EHR versions and development steps 

access Specific EHR per health insurance fund 
Where can | get the EHR? 

Special apps from the various health insurances 
Forms of access to the EHR 

Authentication (process) 

Logging into the EHR and setting it up 
Personal access & activation process 
Technical access options to the EHR (devices) 


Understand concepts of the 


O71 | EHR 


Know and use forms of access 


9-3 | to the EHR 
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Area ID Competence Learning topics 


Search and find a document in the EHR 


Searching and filtering data, Search & filter options in the EHR 
1.1 | information and digital content Vi d tin the EHR 
in the EHR iew a document in the 


Information & Sort functions 


data literacy 


Duration of data storage 
Requirements for subsequent data entry 
Deleting documents from the EHR 


Managing data, information and 


= digital content in the EHR 


Grant access rights for doctors, among others 


Communication |, . | Sharing and collaborate of Revoke access rights 
& collaboration “| health data through the EHR Manage duration of access rights 


Data use in the EHR (e.g. for research) 


Loading documents into the EHR 


Integrating and developing — Enter metadata for a document 
3.2 | digital health data / content in : . 
the EHR Turn (analogue) documents into usable files 
Digital content Incorporate old health data (e.g. from GDR) 
creation Management of access rights 


Copyright and licenses in the Authorized persons for data maintenance 
EHR context Involvement of relatives and deputies 
Setting up a deputy person 


3.3 


Protecting personal data and 


a privacy in the EHR context 


Measures to protect sensitive health data 


Safety Protecting against fraud and Assess the consequences of data sharing 
4.4 | abuse of patients’ rights in the | Risk of data misuse and security breaches 
EHR context What are the consequences? 


Furthermore, Table 3 shows the three should-have competencies and learning topics. The learning 
content for these competencies will not be developed until the learning content for the must-have 
competencies is implemented. These competencies consider the fourth and fifth competency areas, 
including additional skills on safety and problem handling regarding the EHR. 


Table 3: ePA-Coach SHOULD-Competencies 


Area ID Competence Learning topics 


Protecting the (personal) _| Password creation 
EHR Consequences of a device loss 


Safety 4.1 


Solving technical problems| Contact person for technical questions about the EHR 


5.1 with the (personal) EHR Problems with the authentication 


Identify responsibilities for the completeness of the correctness 

Problem oe of the data 

solving Identifying needs and ; . 
5.2 | technological responses in | Contact for questions regarding the content of the EHR 

the context of the EHR Adjust general settings in the EHR 


Accessibility (language, font size, brightness etc.) 


Finally, Table 4 includes the five could-have competencies and learning topics across three competency 
areas. The learning content for these competencies will not be developed until the learning content for 
the must- and should-have competencies is implemented. These competencies also partly result from 
higher-level competencies. For some of these competencies, the learning topic assignment did not result 
in any topics, so that these would still have to be worked out. 
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Table 4: ePA-Coach COULD-Competencies 


Area ID Competence Learning topics 
Basics & 0.2 Operating (patient) devices for | __ 
access “ | the EHR 
= : Check and recognize the correctness of the data 
Information & 12 Critically sal aah F Types of health data 
data literacy : interpreting data, in ormation haiheactordecs gaa tondocend ioe 
and digital content in the EHR ethods for decision-making for doctor-dependen 
relevance of health data 
Interacting in the EHR context 
2.1 | with the help of digital eS 
technologies 
c ‘cai E ‘agin ct hip th h Health data donation 
ommunication ngaging in citizenship throug ; . 
& collaboration 2.3 the EHR Higher-level competence resulting from the other 
competencies 
‘A ina diaital identiiviniia Effects of a change of health insurance 
2.6 ea eae: sila a a Higher-level competence resulting from the other 
competencies 


The competencies with Won't prioritization, listed in Table 5, include the competencies from the 
DigComp framework that were deemed rather unsuitable or irrelevant by the project consortium for the 
ePA-Coach and consequently for supporting digital literacy of senior citizens in the context of the 
electronic health record. The respective competencies include (A) contents and aspects that are not 
given in the context of the EHR, for example, programming, making sales or protecting the environment. 
Some of the competencies are rather (B) general and cross-contextual, making the ePA-Coach too 
extensive, e.g. netiquette or health protection. Finally, some competencies seemed (C) redundant to 
other competences to the project consortium in relation to the EHR, e.g. content developing. 


Table 5: ePA-Coach WON’T-Competencies 


Area ID Competence Unsuitable because ... 
Communication & | 2:4 _| Carry out purchases and sales A 
collaboration 2.5 | Use appropriate forms of expression / Netiquette B 
Digital content 3.1 Developing digital content Cc 
creation 3.4 | Programming A 

4.3 Protecting health and well-being B 
Safety : : 

4.5 | Protecting the environment A 
Problem solving &|5-3__ | Creatively using digital technologies A,B 
learning 5.4 _| Identifying digital competence gaps B 


4.2 Competency levels for the ePA-Coach 


Based on the proficiency levels 1 to 6 of the DigComp framework, three competency levels were derived 
for the ePA-Coach as shown in Table 5. Levels 7 and 8 of the DigComp were considered unsuitable for 
the ePA-Coach. Each competency level is based on the level of task complexity, the level of autonomy 
needed to complete a task and the cognitive dimension involved in solving the task. 


Table 6: Competency levels for the ePA-Coach 


Level Task complexity Autonomy Cognitive dimension 
eccinrc Sian taels eee if required Remember 
hdvanced | and nen-everyday problems | Mdebendenty Understand 
Expert, | and problems of any kind [able to adapt othe needs of others _| APP: evaluate 
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The implementation of the learning content for level 1 is oriented towards the instructional paradigm and 
primarily covers the basics on the respective topic. On the other hand, the learning contents for levels 2 
and 3 deepen from the first level and are implemented in an application-oriented manner and orientation 
to the problem-solving paradigm. These paradigms differ in the learning theory basis, the learning 
objectives and the type of learning content. The instructional paradigm aims more on knowledge transfer 
and guided learning. In contrast, the problem-solving paradigm focuses more on knowledge building 
through discovery learning based on problems [16]. 


4.3 Example: Understanding concepts of the EHR 


Taking the example of competence 0.1 Understanding concepts of the EHR, the assigned topics of this 
competence were specified, resulting in a total of nine learning topics as shown in Table 7. These topics 
were assigned to the three competence levels and in a further step initial learning objective were 
formulated. This competence covers rather general information about the EHR, so that the learning 
content in all proficiency levels is implemented more according to the instructional paradigm and not 
according to the problem-solving paradigm as implemented in other competencies, such as "3.2 
Integrating and developing digital health data and content in the EHR", in levels 2 and 3. 


Table 7: A matrix with learning topics and learning objectives for the three levels of 
the competence "Understanding EHR concepts” 


Level 1: Beginner Level 2: Advanced Level 3: Expert 
Basic terms in the EHR context | Authorized persons for data Differences EHR and PHR 
, Basic functions of the EHR maintenance EHR versions and 
beaming Data that can be stored inthe | development steps 
topics Actors of the EHR and their EHR p p 
tasks Specific EHR per health 
Main components of the EHR __| insurance 
The learner is able to ... The learner is able to ... The learner is able to ... 
... associate the most ... identify actors and persons | ... distinguish an EHR from an 
important terms in the EHR generally authorized to PHR. 
beagning context with their meanings. maintain data. allocate EMR versions and 
objectives | --- list the basic functions of the | ... give examples of health data} development steps to the 
EHR. stored in the EHR. respective years. 
... Name actors of the EHR and | ... derive main components of 
allocate their scope of tasks in | an EHR. 
the EHR context. 


The matrix is given as an example of one competence. A learning objective was formulated for each 
learning topic formulated in the requirements analysis in the shown matrix. Then, the matrix is used in 
the project for each competence. Finally, learning topics and objectives are formulated for each 
proficiency level, and the learning contents and activities are developed in alignment with the learning 
objectives. Thus, a learning objective corresponds to one or two micro-learning units. 


5 CONCLUSIONS 


This paper presents the initial version of the ePA-Coach competency model for supporting digital literacy 
and sovereignty of the senior citizens which aims to support competent and self-determined use of the 
electronic health record (EHR). The model was developed based on the European Digital Competence 
Framework (DigComp), learning topic identification within the requirements analysis with the target group, 
experts and the project consortium, and prioritization and adaptation of the competencies of the DigComp 
framework to the project context. The developed ePA-Coach competence model includes 17 
corresponding to the MoSCow technique prioritized competencies (must=9, should=3, could=5) and 58 
learning topics distributed to these competencies. In addition, the three proficiency levels beginner, 
advanced and expert, and initial learning objectives for the competence Understanding concepts of the 
EHR were presented. Thus, the model provides an approach to enhancing digital literacy for confident use 
of the electronic health record. In the future, the approach could assist researchers and educators in 
developing digital literacy interventions for senior learners, such as online courses, informational materials 
and interactive content. The further steps in the ePA-Coach project will include iterative evaluations, 
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optimization and extension of the model. In addition, the formulation of learning objectives for all 
competencies and the development of initial learning content and units are planned. 


The ePA-Coach competencies are primarily adapted to the topic of the electronic health record. The 
adaptation of the competencies to the target group of senior citizens was done rather subtly by prioritising 
the competencies, but not concretely in differentiation to other target groups such as younger people. 
Therefore, future research could address the different digital literacy needs of younger and older people 
concerning the electronic health record. In addition, the process described for developing the ePA-Coach 
competency model could be repeated at a later stage when the EHR is more established in Germany. The 
information needs and problems of the users could become more precise, which could lead to a different 
relevance of the competencies or learning topics. Finally, the current version of the ePA-Coach 
competency model could help researchers and educators develop digital literacy interventions for older 
people, but certainly also for younger people or other eHealth applications. 
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